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1 CAI PAT MIDDLEWARE TREN MOI TRUONG WINDOWS
Sau khi gén USB token vao may PC, néu PC chua cai dat middleware thi USB tu ddong chay thong bao nhu

sau

Please Select Language >

‘ui léng chon ngdn nalr

WINCR  Please Select Language

Vietnamese w

cavces

B&m chon "OK" dé tiép tuc, khi d6 s& xudt hién hdp thoai tai va cai dat phan mém tu xa.
Tién trinh cai dat dudc thuc hién tu dong.

W

Chao miing dén vdi trinh Cai Dat
WINCA Token Manager v1.0

Thigt I3p ndy s& hudng din ban qua tisn trinh cai d&t WINCA
Token Manager v1.0,

Khuyén ban dong cac Umng dung khac trurdc khi khai chay
churong trinh Cai Bat. Vi vdy of the cp nhat cdc t3p tin hé
thang lién quan ma khang can khdi déng lai may tinh,

Bam nut Cai d€ khdi chay tién trinh cai dat.




e C3i B3t WINCA Token Manager v1.0 —

Bbang Cai bBat
Hay dai trong khi WINCA Token Manager v 1.0 dang durgc cai dat.

Chép sang C:\Windows\system32

< Li Tiép > Théi

e C3i BDat WINCA Token Manager v1.0 —

Pang Hoan Tat Cai bat WINCA
Token Manager v1.0

May tinh ndy c&n phai durgc khdi déng lai d€ hodn 3t i&n
trinh cai dat WINCA Token Manager v1.0. Mudn khdi dong lai
ngay bay gid khang?

() khdi déng lai ngay bay gid

(®) Mudn khdi ddng lai thl ciing vE sau

< L Théi

B&m chon nit "K&t thac" d€ hoan thanh qua trinh cai dat. Khi cai dat thanh céng Token Manager tu ddng

chay lén.



o +++2Pazz2003 Token Manager used for UAT+++

\/INca TOKEN MANAGER

CONG TY TNHH TUF VAN - THIPONG MAI KHANH LINH

V/INca

CONG TY TNHH TU VAN THUONG MAI
KHANH LINH

@ 16-18 Xuin Digu, phwong 4, quan Téan Binh, Hb chi Minh

B info@winca.org
% www.winca.org
% 1900 1129

Khi USB token chua thay ddi mat khdu maéc dinh, khi cdm token vao PC thi s& dudc canh bdo yéu ciu doi

mét kh&u nhu hinh duéi
Vui léng d&i ma PIN x
M3 PIM ciia WINCA Token chira durde thay doi
MINER oo khi khéi tao. Hay thay &8l

[]khéing hign thi théng béo nay trong f&n sau

Chap nhan Huiy ba

Khi USB token chira ching thu s8 sdp hét han, khi cdm token vao PC thi s& dugc canh bao vé thdi han

chiing thu s6é va hdp thoai ggi y gia han ching thu sé hu hinh dudi
_ _ »

wes Gia han ching t

IZ;/ Gia han chieng thie sé
Serial chifing thur s& |5401161?E5695F38058??‘3C93C?08455 Al

Thai han |Chqn thii gian

Tén thué bao doanh nghiép | WIN CA

Don vi quan I | WIN CA

Bon vi quan Iy truc tép |

M s6 thug (MST) | 202204221015

E-mail |

54 dién thoai |

Higu e tir | 22-04-2022 10:03:30+07:00

Higu luc dén | 22-04-2023 10:03:30+07:00

Sinh khéa mdi [~

" Ty chon

Chap nhan




Khi USB token chilra ching thu s6 d& hét han, khi cdm token vao PC thi sé dugc canh bdo vé thdgi han
ching thu s6 nhu hinh dugi

WINCA Token Manager v1.0

2 CAC CHUC NANG HO TRO' CUA TOKEN MANAGER TREN MOI TRUONG
WINDOWS

2.1 Thong tin khuyén mai

Khi cai dat thanh cong va chay Token Manager sé truy cap trang chua https://winca.org

© 1610 KI0H P A0 T B T NN W 6 gm0

N R e —

wgroup.vn

2.2 Pa ngon ngir
HO trg 2 ngdn ngit 1 Tiéng Anh va Tiéng Viét. Ngdn ngir méc dinh sau khi cai ddt 1a Tiéng Viét. Chon ngdn
ngl Tiéng Viét hodc Tiéng Anh dé thay d6i ngdn ngit. Yéu cdu khdi ddng lai may tinh sau khi ddi ngdn
ng(r.

English
Ti€ng Viet

NonCache

Cache

10:26 AM
4/22/2022




2.3 Cache/Non-cache
Nhap chudt phai vao icon trén system tray, sé xudt hién menu cho phép cau hinh vé ngdon ng{r va chon
ché& d6 Cache/Non-Cache ma PIN

English
s &
A |@| Tién g Vi et

2 7~ NonCache

10:26 AM =)
4/22/2022 3

Hé thong ho trg 2 ché& dd Cache va NonCache PIN (Cho phép hodc khdng cho phép nhd mé PIN). Chon
Cache hodc NonCache va khdi ddng lai may tinh dé€ thay d6i cho phép nhdé hay khéng nhéd ma PIN. Ché& dé
mac dinh sau khi cai dat la Cache PIN.

Trudng hdp nhé ma PIN (Cache), sir dung Token dé ky tai liéu nhiéu Ian thi chi cdn phai nhap ma PIN Ian
dau, thdgi gian nhéd ma PIN dugc thi€t lap dong tur trén server cia CA

(Théng s6 ID03= xx trong file nca_v6_mgr.cfg trén server, trong dé xx la thdi gian tinh bang phut).

Trudng hop khéng nhd ma PIN (NonCache), hé thdng yéu cdu nhap ma PIN mdi 1an ky.
3 CAC CHUC NANG QUAN LY TOKEN MANAGER TREN MOI TRUONG WINDOWS

3.1 Thong tin phan cirng USB Token

e WINCA Token Manager v1.0 — =

V/INca TOKEN MANAGER

JAT test CONG TY TNHH TU VAN - THIFONG MAI KHANH LINH

= Cdu hinh
o (@ Teng tin PKCS#11

. Tén Token [y,
. Thay ddi ma PIN WINCA Token v1.0

L Serial Token | 2C7C2BAF002380
L. YBu cAu md khda

B ﬁ Chifng thy s& Tengbénhd | 63453

B& nhd trén
C) Csp nhat : g | 25800

Chigu dai PIN t5i da
488 GiGi thigu =
Chigu dai PIN t8i thigu | g

Phién ban phan cimg | 1.0

Phién ban firmware | 1.0




3.2 DPoi mat khau token

e +++2P3s52003 Token Manager used for UAT+++ — *
N INca TOKEN MANAGER
CONG TY TNHH TU' VAN
G- Cdu hinh
0 @ Thay aéima PIN

. Théng tin PKCS#11

> M3 PIN cii
® Thay dai ma PIN
i YEU cBu md khéa Ra il e
i Quénma PIN Xac nhan ma PIN mdi
M- ﬁ Chifng thu s&
C) Cap nhat Chép nhan

ﬁcxﬁ thicu

- B1: nhap ma PIN cii

- B2: nhap ma PIN mdi

- B3: nhap xac nhan ma PIN mdi

- B4: bdm nat “Chap nhén”, chuong trinh s& d8i ma PIN clia Token. Trudng hdp mudn xda cac

thong tin ma PIN cli, ma PIN mdi, xac nhan ma PIN mg&i bdm nut "Hay bé"
3.3 Gui yéu cau mé khéa ma pin tir xa

-

N/ INCi TOKEN MANAGER

e YEu ciu mé kho X |
Fu cauma knaa it CONG TY TNHH TU!
EI--OCﬁ’u hinh & Yéu cdu mé khoa
Théng tin PKCS#11
e 55 dién thoai 23
Thay dgi ma PIN I|m|]
Yéu ciu md khéa E-mail
B i Chifng thy' s&
C) Cap nhat Chap nhén ONG MAI
ﬁﬁxﬁ thigu

Q 16-18 Xuan Diéu, phwéng 4, quan Tan Binh, H6 chi Minh
B info@winca.org

% www.winca.org

R 1900 1129

- Nhép day du théng tin S6 dién thoai va E-mail lién hé d& gli yéu cdu md khda 1én hé théng
(Nhan vién CSKH sé sir dung thong tin nay va mot s6 nghiép vu xac thuc cht sé hiru USBToken).

- Sau khi xac thuc cac théng tin 1a hop 1& (Pu dé& chirng minh ngudi lién hé 1a chu sé hitu USBToken
hodac Chirng Thu S6 trong USBToken), nhan vién CSKH duyét yéu cau md khoa thong qua TMS RA.

- Khi yéu cdu md khoa tu xa dd dudc duyét, Khach Hang thuc hién rit/cam USBToken lai vao may
tinh sé dudc tuy dong md khoa. Ma PIN dudc cai dat lai la 12345678



3.4 Quan ly chirng thu so6

e WINCA Token Managerv1.0

\"/4 |, (ol

--OCaru hinh

- §

Bang ky chimg thu

----- Gia han chimg thur sd
Thay déi théng tin
i Gidy chimg nhan

Théng tin

C) Cipnhat
888 Gigi thigu

TOKEN MANAGER

UAT test CONG TY TNHH TU

E] bang nhap

M3 PIN

Béng nhdp

B1: Nhap ma PIN

B2: BAm nut "Pang nhap" dé& vao coi thong tin danh sdch cdc Chlrng Thu S& trong USBToken

o WINCA Token Manager v1.0

W/ INCa

MAI KHANH LINH

--Oca"u hinh

- ﬁ Chiing thy s&

TOKEN MANAGER

s

Eg Quan Iy chirng thw sé

(") cap nbat

- Ol

E--i35409430-5414-4?5?-95E?-QBSAZGBC0297
Chimg thur s&
Khda cong khai

Khoa riéng

;|..©T|=5r
=N

D& xem chi tiét thdng tin Ching Thu S&

, thuc hién "Double click" vao "Chirng thu s8" hoac bam

chon "Chirng thu s8" -> Bam nut "Xem"



[5# ching thus=s x

General Details Certification Path

V/INca TOKEN MANAG# e ——

Windows does not have enough information to verify

- - thi rificat:
CONG TY TNHH TU VAN - THUONG MAI KHANH LINH IS certicate.
-ocs.. hinh i
Ea Quan Iy chirng thwr s6
g Chifng thr s& H B
C) Cap nhit --@m 2204220949
-ﬁ&ﬁithi&n E@\M’JNCA TIssued to: WINCA
[ —] 6414-4767-9BE7 0297
H - Issued by: WINCA TEST
Chimg thir s&
. Khda ciing khai Valid from 4/22/2022 to 4/22/2023
Knda riéng

Instal Certificate...| | Issuer Statement
Xem
-

oK.

Trong trudng hgp USB token chi cé cap khoa, thi phan mém Token Manager cé kha nang cho phép
ngudi dung cai dit chirng thu sd 1én cdp khda cé sdn béng céch:
B1: Nhap chudbt phai vao danh sach ching thu sd, khi dé sé xuat hién menu "Cai dat chirng thu

Ay

SO

B2: Chon menu "Cai dat chirng thu sd" va l1am theo hudng dan dé cai dit Ching Thu S6 va cip
khéa cé san

e WINCA Token Manager v1.0 — X

¥/ INca TOKEN MANAGER

UAT test CONG TY TNHH TUF VAN - THIFO'NG MAI KHANH LINH

--ocﬁ'u hinh

Quan Iy chirng thw sé
. g Chiing thu s&

. Bing ky chimg thir @W

Gia han chimg thur sd

Cai dat ching thu sd

Thay d8i théng tin

. GiSy chimg nhan




e WIRICA

Tl bs a0 W
wes Open x
v Look in: I- Desktop j - cF B
i Mame Date medified Type
) dist 1/19/2022 2:40 PM File fr
Quick access . i
RS5P_Restful_Client 1/17/2022 5:06 PM File ft
- Sl cert.cer 4/22/2022 11:09 AM Secur
Desktop Type: Security Certificate
= Size: 1.11 KB —
m Date modified: 4/22/2022 11:09 AM
Libraries
This PC
MNetwork < >
File: name: Icert.cer =l Open
Files of type: ICert'rﬁc.ﬂes File (".cer’) LI Cancel |
[ Open as read-only
e WINCA Token Manager v1.0 — *

\W/INca TOKEN MANAGER

UAT test CONG TY TNHH TUF VAN - THUONG MAI KHANH LINH

I--Qca’u hinh Token Manager
Chiing thy s& n
Déng ky chimg thu : : Ban ¢ mudn nap ching thu nay vao Token?
Gia han chimg thu sé
Thay déi thdng tin = o

Gidy chimg nhan

Théng tin

C) C3p nhat
. #8% Gigi thigu

e WINCA Token Manager v1.0 — *

\/INca TOKEN MANAGER

UAT test CONG TY TNHH TUF VAN - THUONG MAI KHANH LINH

..oca-“ hinh Token Manager e
=8 g Ching thir s&
e Y
: Déng ky chimag thur MNap chimng thu sd vao Token thanh cang
k. * 4

Gia han chimg thur s

Thay déi théng tin

Gidy chimag nhan

... Théing tin

C) Cap nhat
....@(,—m thigu




3.5 Kich hoat chirng thu s6

- Sau khi dang ky ching thu s6 thanh cong trén hé thGng TMS RA, hé thong TMS RA sé gui Ma kich
hoat vé cho Khach Hang théng qua E-mail d& ddng ky. Khach hang s dung Ma kich hoat nay dé

thuc hién kich hoat cai dat Chirng Thu s6:

- B1: Chon menu "bang ky ching thu", tai day néu chua dang nhap USBToken thi sé nhan dudc

théng bdo yéu cadu nhap ma PIN USBToken dé dang nhép

-

V/INCa TOKEN MANAGER

UAT test

--OC& hinh = M3 PIN
5. & Ching thu 5 .
B R ngthur=e M PIN
Biang ky chimg thur

Gia han chimg thur sd

Thay déi théng tin

Cim

Chép nhan

como T rrrrro-van THUEONG MAI

. Gify ching nhan

Théng tin

(") cap nhat
. 828 Gidi thigu

KHANH LINH

Q@ 16-18 Xuin Digu, phwréng 4, quan Tan Binh, H6 chi Minh

B info@winca.org

€5 www.winca.org

% 1900 1129 |

- B2: Thuc hién nhap Ma kich hoat (Nhan dudc qua E-mail sau khi dang ky thanh céng Ching Thu
S6 trén hé théng TMS RA) dé 18y thdng tin yéu cdu cdp phat Ching Thu S6 d& dang ky trudc dé

V/INCca TOKEN MANAGER

--ocﬁu hinh

0 g Chiing thy s6 Chon hinh thire

- Bing kj chimg thu
M3 kich hoat
i Gia han chimg thu ¢

Thay ddi théng tin

.. Giffy chimg nhin

Théng tin

C) Cép nhat
-----ﬁGi&i thigu

UAT test CONG TY

L&y yéu cau -

L
I

Chap nhén [

ONG MAI

KHANH LCINH

@ 16-18 Xuén Diéu, phurong 4, quan Téan Binh, H6 chi Minh
B info@winca.org

% wWww.winca.org

€ 19001129



== Bang ky chimg thu
(4 ©ang ky ching thw
Loai chimg thu
Théi han
Tinh/Thanh

Ca nhan

T8 chirc
Doanh nghiép G1 (12 thang)
H& Chi Minh

T4 chirc

Chon dinh danh

= |Ma s8 thug (MsT)

Tén thué bao doanh nghigp (¥) | WIN CA
Bon viquan Iy (¥) | WINCA
Bon vi quan Iy truc tiép
M3 56 thug (MST) (*) | 202204221105
E-mail

54 dién thoai

Quén/Huyén

56 dién thoai lién lac (*) | 0337767863

E-mail lién lac (*) | thoantk@mabile-id.vn

Chap nhan

B3: Thuc hién kiém tra thdng tin, néu ding théng tin d& dang ky trudc dé thi bAm ndt "Chap nhan" dé
thuc hién cai dat Ching Thu s6 vao USBToken

3.6 Gia han ching thu s6
Dé& gui yéu cau gia han chi’ng thu s6 thdng qua Token Manager (Di nhién cé thé gui yéu cau ngay

tai quay giao dich cta dai ly, khi d6 nhan vién CSKH sé thuc hién lam Iénh gia han thong qua TMS

RA):

B1: Chon menu "Gia han chirng thu sé"

B2: Chon ching thu s6 tuong ‘ng mudn gia han, thay dgi tly chon "Sinh khdéa mdi", "Sao luu

khéa" theo mong mudn va b&m nut "Chap nhan" dé gui yéu ciu Gia han chirng thu sé

\%INca

IH LINH
Oca'u hinh
= ﬁ Chitng thy s&

Bing ki chimg thyr

. Gia han chifng thir s&
i . Thay déi théng tin

Giéiy chimg nhan

Théng tn

(")cap nhat
. dgh Gidi thigu

Tén thug baa doanh nghigp
Bon vi quanly

Bon vi quénf i tp

M3 56 thug (MST)

E-mail

55 dign thoai

Higu e tir

Higu lyc dén

Tity chon

WINCA

WINCA

202204221105

22-04-2022 10:55:24+07:00

22-04-2023 10:55:24407:00

wm: Gia han ching th s
E;/ Gia han chipng thi sé
Serial chiing thi 5§ z
Thii han | chon thé gian 2

Sinh khéa méi [~

x




- B3: Sau khi yéu cau gia han dugc Newtel CA phé duyét, Khach Hang cam USBToken vao may tinh
sé c6 thdong bao yéu cau xac nhan lai thong tin yéu cau gia han trudc dé. Néu thong tin déu dang,
thuc hién bd&m nat "Chap nhan" dé thuc hién gia han Chliing Thu S&

3.7 Thay ddi thong tin chirng thu s

- DE& gui yéu ciu thay ddi thdng tin chirng thu s6 thdng qua Token Manager (Di nhién cd thé gui yéu
cau ngay tai quay giao dich clta dai ly, khi d6 nhan vién CSKH s& thuc hién Iam Iénh thay déi thdng
tin théng qua TMS RA):

- B1: Chon menu "Thay ddi thén tin"

- B2: Chon chiing thu sd tudng (ng mudn thay ddi théng tin, thuc hién chinh sira thdng tin, thay doi
tuy chon "Sinh khéa mdi", "Sao Iuvu khda" theo mong mudén va badm nat "Chap nhan" dé gui yéu

cdu Thay déi théng tin chirng thu sé

s Thay déi théng tin X

[# Thay déi thang tin

BV 540 116 16 1C47FDE 37590337 1E47C9D22 <
Tinh/Thanh |+ ChiMich =
WINC 2, Cénhan T4 chirc
fi (Chon dinh danh = [ma s& thug gusT) |

Tén thué bao doanh nghigp () | winca

Bonvigquanly (%) |wiNca

[]--oﬁ'u hinh

B i Chitng thy s& Bon vi quanIf truc 6Ep

Bing ki chimg thr

M3 s8 thué (MST) (%) | 202204221105
Gia han chimg thur s§

Thay d8i théng tin E-mail

Gidy chiing nhan 56 dign thogi

Théng tn

(Dcapnhat
- Ak Gidi thigu

Quéan/Huyén

Tly chon
Sinh kha mdi [~

- B3: Sau khi yéu cau gia han dugc Newtel CA phé duyét, Khach Hang cam USBToken vao may tinh
s& c6 thdng bdo yéu ciu xac nhan lai thong tin yéu ciu thay d6i théng tin trudc d6. Néu thdng tin
déu ding, thuc hién bdm nut "Chap nhan" dé thuc hién thay ddi thdng tin Chirng Thu S6

3.8 Tai giay chirng nhan dién tu

e Giy chiing nhan X

ﬁ Gidy chirng nhan
R LU 50116 18 1C47FDE 37590337 1E47C9D22 -

E

\/INca

UAT test CQ
j-Ocs.. hinh
o § ching the s
Bing ky chimg ther
Gia han chimg thr s5
Thay déi théng tin

Gidy ching nhan I

Théng tin

(") capnhat
@Giﬁthién

Tén thué bao doanh nghiép
Danvi quén

Banvj quénf truc 5p

M 55 thug (MST)

E-mail

S5 dién thoai

Higu ke tir

Higu e d&n

WINCA

WINCA

202204221105

22-04-2022 10:55:24+07:00

22-04-2023 10:55:24+07:00




- B1: Bam chon menu "Gidy chirng nhan"
- B2: Chon Ching Thu S& tuong ing mudn tai gidy chiing nhan dién t& sau dé bAm nat "Tai" dé tai
gidy ching nhan dién tlr vé may tinh

3.9 Cap nhat thong tin khach hang

== Théng tin x
,ﬂ Théng tin
B Ll 540 116 15104 7FDE 37590337 1E47C9D22 -

Tén thué bao doanh nghigp [N cA
Bonviquanli |wm ca

Bon vi quan ly truc tigp

WINCI?E]?I Ma 55 thué (MST) | 202204221105

Emal
VAN - THUONG MAI KHANH LINH o
8 S5 dién thoai
oﬁ'u hinh ) .
Higuluctlr | 22-04-2022 10:55:24407:00

- § ching the'sz
o Higu lre 88N | 22-04-2023 10:55:24+07:00
Bang kj chiing thur
Gia han chimg thir s§
- Thay &8i théng tin

Gidy chiing nhan

Vui lbng cip nhat chinh xac théng tin lién hé cia ngudi thuéc WIN CA d& nhin nhiing thng bao quan

Théng tin trong kip thai

() Camnnat

- Agh Gidi thigu

Théng tin ién he
S& dién thoai lén lac () [ 0337757863

E-mailliénlac (*) | thoantk@mabile-d.vn

- B1: Bam chon menu "Thong tin khach hang"
- B2: Nh&p day du thdng tin S6 dién thoai va E-mail lién lac, sau d6 bAm nat "Cap nhat" dé

thuc hién cap nhat thong tin Khach Hang

3.10 Cap nhat

]

V/INca TOKEN MANAGER

UAT test CONG TY TNHH TUf VAN - THFONG MAI KHANH LINH

=} Céu hinh —
Chiing thu sé Teken Manager ®

g - ¢
~ 228 Gigi thicu o

B&m nut "Cap nhét" dé chudng trinh kiém tra va cdp nhat phién ban mdi (néu cd). BA&m nit "Ngirng tai"

hodc "Huy bé" dé nglirng hodc hiy bo qua trinh cdp nhat phién ban mdi.



3.11 Gidi thiéu

e WINCA Token Manager v1.0

\W/INca TOKEN MANAGER

TNHH TU VAN - THUIFO'NG MAI KHANH LINH

= ocﬁu hinh

. Vo W/ INCa
R

CONG TY TNHH TU VAN THONG MAI
KHANH LINH

Q@ 16-18 Xuan Diéu, phwong 4, quan Tan Binh, H6 chi Minh
B info@winca.org

@ wWww.winca.org
% 19001129

--- Hét ---




